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Who are we?

The professorship “Digital Society and Online Engagement” receives generous funding support through the Distinguished 
Professorship Program in the Bavarian Hightech Agenda by the Bavarian Ministry of Sciences and Arts
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Online Trust & Safety Topic Overview

Narrative-
Based 
Attacks

Organized
Ransomware

Digital 
Vigilantism

Fiduciary
AI Agents

Industry 
Collaboration

Information 
Warfare

Prebunking

Speaking
Engagements

Implicit Hate
Speech

LLM Based
Hate Speech 
Detoxification

Stakeholder 
Collaboration

Doxing

Multimodal 
Hate Speech 

Detection

Public 
Relations

Online 
Extremism

Chatbot 
Counter 

narratives

Industry and 
Research 

Fellowships

Echo 
Chambers

Shadow-
banning

Research 
Grants

Fake 
News

Privacy 
Training

Research 
and Policy 

Frameworks

Impact and 
Outreach

Threat analysis

Building safe 
online 

environments
Training 

Bots



§ They imitate professional news media formats but differ from them in terms of organizational processes or content:

§ (i) the core content of the information (including textual information, imagery, audio elements, etc.); (ii) accompanying meta-information (headlines/titles, author 
information, tags, and keywords); and (iii) contextual aspects (positioning, references to other articles, framing). All of these elements can be subject to varying levels of 
“fake”. 
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Fake News
Embedded in the broader context of false news

Misinformation Desinformation

22/09/2025 Fake News in the Political Discourse | Prof Dr Marten Risius



4

How to spot Fake News?
Common persuasion techniques to mislead an audience

Source: https://prebunking.withgoogle.com/22/09/2025 Fake News in the Political Discourse | Prof Dr Marten Risius
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The Evolution of Fake News (1/3)
2016: Trolls and Bots
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The Evolution of Fake News (2/3)
2020: Participatory Disinformation Campaigns
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The Evolution of Fake News (3/3)
2024: Present and Outlook
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§ Doppelgänger infiltrated European (social) media 
landscape by a network of cloned websites, fake articles, 
and amplification on social media

§ State-backed Russian companies purchased domain 
names similar to legitimate news outlets (e.g., welt.pm 
instead of welt.de)

§ Campaign relied on AI to create disinformation stories 
promoting Russian narratives

§ Fake news stories then spread and amplified by bot 
networks on social media (particularly X) 

Case Example
The Russian “Doppelgänger” Influence Operation
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1. Fully employed agents of influence
2. Locally recruited agents of influence 
3. Unwitting agents of influence
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Disinformation Campaigns as Information Warfare
Maskirovka and Reflexive Control
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Creating participatory disinformation campaigns
Amplifying content

22/09/2025 Fake News in the Political Discourse | Prof Dr Marten Risius



11

What is new about the online information environment (1/2)?
Traditionally: News media as gatekeeper
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What is new about the online information environment (2/2)?
New: Platforms as the new gatekeeper

Key changes

1) Platforms as Intermediaries
2) News organizations to OL
3) Audience Engagement
4) Regulatory Environment
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Borderline Content
Platforms exacerbating user engagement

Source: https://www.facebook.com/notes/751449002072082/22/09/2025 Fake News in the Political Discourse | Prof Dr Marten Risius



14

Fake News are not THE Problem
Impact of borderline content
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Countermeasures
Fact Checking is not the panacea
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From Fake News to Narrative Campaigns
Weaponization of Fact Checkers
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Conclusion (1/2)
False news is a complex issue not merely resolved by fact checks

§ Misconception 1: Disinformation is simply (a single piece of) false 
information

§ Misconceptions 2: Disinformation stems mainly from agents producing 
false content

If it were, platforms could simply add ‘true’ and ‘false’ labels, a 
tactic that has often been suggested. But disinformation often 
layers true information with false — an accurate fact set in 
misleading context, a real photograph purposely mislabelled. The 
key is not to determine the truth of a specific post or tweet, but to 
understand how it fits into a larger disinformation campaign.

Another misconception is that disinformation stems mainly from 
agents producing false content (paid ‘trolls’) and automated accounts 
(‘bots’) that promote it. But effective disinformation campaigns 
involve diverse participants; they might even include a majority of 
‘unwitting agents’ who are unaware of their role, but who amplify and 
embellish messages that polarize communities and sow doubt about 
science, mainstream journalism and Western governments.
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Consider platform interests
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Conclusion (2/2)
Mis- and Disinformation as a Broader Societal Issue

Platforms as critical infrastructure
Middleware solutions
New platforms with “European” values

Prebunking/Attitude Inoculation

“Fake News” are here to stay
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 Thank you...

§ Further information:
§ https://cornelltech.github.io/TeachingTrustSafety/
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Empower trust and safety researchers
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