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Fake News ;_h\lu
Embedded in the broader context of false news

Misinformation Desinformation
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How to spot Fake News?
Common persuasion techniques to mislead an audience

HNLD

01
Emotional Language

Language that contains strong
emotional terms - especially those with
a negative affect such as fear or
outrage. Source

02
False Dichotomy

Presenting a limited number of choices
or sides as mutually inclusive, when in
reality more options are possible.
Source

03
Cherry Picking

Presenting a selection of evidence to
support a claim, while ignoring or

omitting evidence that contradicts it.

Source

04
Fake Experts

Fake experts are often deployed to elicit
support for unproven arguments, or to
cast doubt on established expert

05
Red Herring
Ared herring is used to draw attention

away from the topic at hand by bringing
up an unrelated topic instead.

consensus. Credentials are often
distorted or generalized to make the
messenger appear more
knowledgeable.
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06 11

07 09 10
Scapegoating

08
Ad Hominem Decontextualization

Polarization Impersonation Slippery Slope

Scapegoating is a psychological Intentionally showing text, audio, or

mechanism that projects responsibility
and blame for a serious and/or complex
problem on others, despite it not being

When watching videos or browsing
content online, you might come across

content that questions (or attacks) the

Exaggerating existing differences

between two groups to create a sense

Spreading information as another
person or organization in order to

appear more trustworthy and credible.

Suggesting that taking a minor action
will inevitably lead to major

visuals in a different context or
removing important background
information in order to change its

of hostility towards another group, such
as using “us” versus “them” language.

shortcomings of a person/entity, rather consequences.

meaning.
than the merits of the argument itself.

realistic for them to be responsible for
the entire problem.

22/09/2025 Source: https://prebunking.withgoogle.com/ 4
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The Evolution of Fake News (1/3) IMU
2016: Trolls and Bots

BlackMatters “ Pamela Moore oy
i . . . #blacklivesmatter s’ protesters almost cost a child his life by blocking
U.S. Police Kill and Justify Murder Without it

Public Being Notified goo.gl/ckj71Q Here's them receiving Karma.
#BlackMattersUs

U.S. POLICE KILL

ANDJUSTIFY KILLING

Fig. 2. Example #BlackLivesMatter related content that was circulated by RU-IRA social media
accounts to different audiences.

Left-leaning : Ri'ght-leaning

Fig. 1. Retweet Network Graph: RU-IRA Agents in #BlackLivesMatter Discourse. The graph
(originally published [3]) shows accounts active in Twitter conversations about
#BlackLivesMatter and shooting events in 2016. Each node is an account. Accounts are closer
together when one account retweeted another account. The structural graph shows two distinct
communities (pro-BlackLivesMatter on the left; anti-BlackLivesMatter on the right). Accounts
colored orange were determined by Twitter to have been operated by Russia’s Internet Research
Agency. Orange lines represent retweets of those account, showing how their content echoed
across the different communities. The graph shows IRA agents active in both “sides” of that
discourse. This graph originally appeared in [87].
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The Evolution of Fake News (2/3)
2020: Participatory Disinformation Campaigns

#S. Donald J. Trump &
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<1K

Figure |. Audience size classification, design adapted from Mediakix (2019).
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RIGGED 2020 ELECTION: MILLIONS OF MAIL-IN
BALLOTS WILL BE PRINTED BY FOREIGN COUNTRIES,

AND OTHERS. IT WILL BE THE SCANDAL OF OUR
TIMES!

Figure 2. Tweet posted by President Trump claiming the 2020
election would be rigged.
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Figure 5. Cumulative graph of Sonoma Ballots tweets. The y-axis represents the total number of tweets. The x-axis is time. Individual
tweets of influencers (> 10,000 followers) are plotted, sized by follower count. The view is focused on the first 10 hr of propagation

(aligned with the gray box in Figure 4).
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Cumulative Graph - SharpieGate - Stages 1 thru 3
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Figure 8. Cumulative graph of Stages |-3 of SharpieGate. The y-axis represents the total number of tweets. The x-axis is time.
Individual tweets of influencers (>20,000 followers) are plotted, sized by follower count. Tweets are colored red if they are tweets,

retweets, or quote tweets of @mschlapp.



The Evolution of Fake News (3/3) INU
2024: Present and Outlook

US conservative influencers say they are 8 The Influencer Al Product Usecases Pricing  AlTools v (118G
‘victims’ of Russian disinformation
campaign

Tim Pool, Dave Rubin and Benny Johnson addressed

allegations that a company they were associated with had
been paid to publish videos with messages in favour of

Create mediain

Russia accused of trying to influence US voters through

online campaign i minutes With your
own

Pick traits or upload photos, and get your own photorealistic,
consistent Al influencer.

Create Al Influencer

& ADWERH

N @ ways A1 can we useu anu abused in the

@ Dave Rubin and Benny Johnson. Composite: Alamy 2024 election, from deepfakes to foreign
)

interference

PLATFORMS

T e s e e i = Referencing Nazi War Crimes Ahead
ASeptember 2024 poll by the Pew Research Center found that well over half of i e -
of German Elections, Research

Americans worry that artificial intelligence - or Al computer technology
. mimicking the processes and products of human intelligence - will be used to
Finds
The ads promoted extremist hate speech

A number of high
are “victims” of a1

administration acq

influence the outc;

generate and spread false and misleading information in the campaign.

My academic rescarch on Al may help quell some concerns. While this innovative
technology certainly has the potential to manipulate voters or spread lis at sale,
scese|lleaaeace most uses of Al in the current election cycle are, so far, not novel at all

I've identified four roles Al is playing or could play in the 2024 campaign ~ all
arguably updated versions of familiar election activities.

i . eative
1. Voter information O

The 2022 launch of ChatGPT brought the promise and peril of generative Al into We believe in the free flow of

. information

public consciousness. This technology is called “generative” because it produces . torren o

Republish o arices for free, online

text responses to user prompts: It can write poetry, answer history questions - el

and provide information about the 2024 election. licence.
Rather thansearch Googlefo voting information, people ay instead sk [ i |
tve Al quesion."How much has nflaion changed ine 20207 or

example. Or, “Who's running for U.S, Senate in Texas?"
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Case Example INMU
The Russian “Doppelganger” Influence Operation

u DOppelganger Inflltrated European (SOCIB') medla Overvi(?w: Modus Operandi of the German-Language “Doppelganger”
landscape by a network of cloned websites, fake articles, . T
and amplification on social media T ST, 5l & o

= State-backed Russian companies purchased domain [ = ) Wy # 58
names similar to legitimate news outlets (e.g., welt.pm I o oo X
instead of welt.de) T kil

= Campaign relied on Al to create disinformation stories Bowaiericosh W Rsouoete
promoting Russian narratives (£ o

= Fake news stories then spread and amplified by bot it = = 5
networks on social media (particularly X) e | 2

T %.iidr;n;‘ffljlfl.er,;\l_lgemtine TIK

e Babte Wewhdi Rwem Pradve Gomse Yot Grebest W Sen U Lok W 3 > &

Die Unzufriedenheit mit der Ampel hat einen
kritischen Punkt erreicht

wme rcune
Renten der Deutschen werden in der
Ukraine verbrennen

f Animated Forged Quotes Interview Manipulated
v Short Videos from Public Figures Snippets Screenshots
= PORG N - o===== ot
- o e O Meta e
=] i - =

b AR )

5 s o

= !
»; 5 )
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Disinformation Campaigns as Information Warfare IMU
Maskirovka and Reflexive Control

Qe P

oomn, W

’\ layla
Q @layla12731317
#ChinaAngVirus

Ustomoyon? China galing covid tapos
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L2 o Q

1. Fully employed agents of influence
2. Locally recruited agents of influence
3. Unwitting agents of influence
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Creating participatory disinformation campaigns INU
Amplifying content

MAéNconservative u.s. influencéi"é'u.,,‘

Kremlin-aligned
influencers Elon Mu§k

Coordinated

retweeting network
w

Core group
(pingers/seeders)

Media*

Myth Detector &MythDete “
20 " Whatis and does it have a scientific basis? Read our fact-chack
ghting.

| Rt Komeamotatoys Pravite

e want this!": Where in the work
ey dream of Viadimir Putin as
cal president

Kremlin-aligned
media

., Donald Trump Jr

“Pinger”
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What is new about the online information environment (1/2)? INU
Traditionally: News media as gatekeeper

Events Advocate Gatekeeper Audience
-jﬁ’_
v—_— Xl
=
== X, fBA
|m=|
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What is new about the online information environment (2/2)?
New: Platforms as the new gatekeeper

22/09/2025

Regulatory Environment (R)

Events (E) Opinion Leader (O)

Fake News in the Political Discourse | Prof Dr Marten Risius

Intermediary (I)

Audience (A)

Key changes

Platforms as Intermediaries
News organizations to OL
Audience Engagement
Regulatory Environment

~— N N S

1
2
3
4

HNLD
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Borderline Content

Platforms exacerbating user engagement

22/09/2025

Cambridge Disinformation Summit e X
reposted this

A7, Thomas Roulet@ - 2nd &+ Connect

;33 ) Professor of Leadership, University o...
¢ ¥ 5d-0

@ Have you followed the recent controversy around
Alexandria Ocasio Cortez? This is for me a perfect
example of the extreme polarization we live in.
¥ Alexandria Ocasio Cortez responded to a false claim
on social media that she was bought and paid fpr several ] 3
dozen millions explaining her net worth was <$500K. AppI'O&Chll’lg the Line
5 # yet she got beaten up from both sides: for being
Z labelled "unsuccessful" but more positively for being
- loyal to her values.
& | commented on this paradox for Business Insider's
23] Theron Mohamed
D To me it is "reassuring" to see apparent critics of
Ocasio-Cortez give her kudos for coming across as
"morally and ethically consistent."
@ The reaction also speaks to the social-media-fueled
polarization in politics where "everything triggers an o Pt oy e ey
outrage and there is no middle ground," and "politicians
. [UPDATED] Military Ballots Found in the Trash in
and leaders are either deeply hated or deeply revered," Pennsylvania—Most Were Trump Votes
3 Authenticity can feed polarization because "if you are
true to yourself it makes you even more at odds with Viewed 113,272,405 times
those who dislike you, but it connects you with your on Facebook
supporters." (Gonzales-Bailon et al, 2023)

Fact-checked False

LINE

CANADIANS FACE MAJOR DONUT
SHORTAGE AFTER FIRST DAY OF CANNABIS
LEGALIZATION

o el [3R

POLICY

#leadership #polarization #socialmedia PROHIBITED CONTENT
AOC says she's worth less

than $500,000 after

kickback claims — and s...

businessinsider.com

Fake News in the Political Discourse | Prof Dr Marten Risius Source: https://www.facebook.com/notes/751449002072082/
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Fake News are not THE Problem IMU
Impact of borderline content

=== TV: Not news = TV: news N/ATV: Fake news
=== Mobile: Not news Mobile: news == Mobile: Fake news
Desktop: Not news Desktop: news Desktop: Fake news

Media consumption, all (ages 18+)

Fake News makes
up less than .1%
of overall
information
consumption

Average minutes per day

Allen et al, Science Advances, 2020 Agg regate I m pa Ct Of
Misinformation vs. Vaccine-
Skeptical Content

Misinformation content lowers
vaccine intentions by predicted o E
.05pp (0.07,.02) per user Facl Check Raling

Vaccine-skeptical content lowered
vaccine intentions by predicted
2.28pp (3.4, 1) per user

A ~50X difference!

Impact Per User
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Countermeasures
Fact Checking is not the panacea

STOP

Stop before reading.

ASK: whether you know the website
or source of the information and what
the reputation of both the claim and
the website is.

Digital Literacy
Guess et al (2020)

chicagotribune.com UNewsGuard

The website of the Chicago Tribune, a daily newspaper covering news in
Chicago and its suburbs, as well as national and international reporting
plus commentary

/925100

Generally Credible: This website mostly adheres to basic standards of
credibllity and transparency

CREDIBILITY TRANSPARENCY

Does not repeat
egregiously mis

Source Credibility Labels

Aslett et al (2022)

|
\

L

4
LY —m

Woman who had ovary frozen in childhood give

She 1s believed 10 be the first woma
baby after hav vanan tissue frozen be

Acuray Nudges

HOW ACCURATE IS THIS HEADLINE?

Meta's Third-Party Fact-Checking
Program

Working with independent, IFCN-certified fact
checkers who identify, review and rate viral
misinformation across Facebook, Instagram and

WhatsApp

Got the guide

Why Prebunking

A GLOBAL PROBLEM

Global experts identified mis- and
disinformation as the greatest threat to global
stability going into 2024. World Economic
Forum

HNLD

Online manipulation is a complex problem and multiple approaches are needed
to curb its worst effects. Prebunking provides an opportunity to get out ahead
of online manipulation, providing a layer of protection before individuals
encounter malicious content.

MEANINGFUL RESULTS

The share of individuals who could correctly
identify a manipulation technique increased

by rcentage on average after
ing a prebunking video. Science

Debunking /

Warning Labels
Martel & Rand (2023)

Fact-Checking

Pennycook et al (2021)

15
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From Fake News to Narrative Campaigns AND
Weaponization of Fact Checkers “In fact, | would like to send this news to

other organizations for verification. | can't
yet decide whether | should do that or not.

Paris Mateiro
' Re: torun a fake background check
To ORREC

Is it possible for your work
:::"f.;:.,f.:'::f::ly:L:::f:::f::i:f;ﬁ? to be seen by as many
people as possible?”

In fact, | would like to send this news to other organizations for verification. | can't yet decide whether | should do that or not

cp, 31 Aka. 2024r. B 20:13, CORRECTIV.Faktencheck <fakiancheck @ corroctiv.org>
We asked Lufthansa and they said, that vid is a fake.

They told us: There is no direct fight from Berlin to Los Angeles as the video implies. Also the borders are not visible on their animation of the globe and
also you can not click on the countrys. Ther's definitely something wrong here.

We try to find out more, but take this as a fast answer from Lufthansa
It's possible that the Lufthansa-logo was edited in or that it was taken on a fight with another airline, despite the logo in the background. EVOIVI ng Narratlve FOCUS
Hope that helps!
Steton utzner Ui Election Exploiting real-
st oo Interference time events
Am 31.01.2024 um 12:33 schvieb Paris Mateiro:

Would you be kind enough to check out this news story?

https:/t.mefolegsepar/107292

https:/t.me/grafynia/19153

https:/t.me/picnicelena/6212
https://youtu.be/XOX MBOfFWc?si=kaNQcLgYCmXXjVAo

S ; Germany Armenia EU
France 0lymplcs elections accession process

. . Poland y
Ukraine EU elections US elections @ elections  Moldova elections

Q32023 Q32024 Q12025 Q22025

Reset Tech - CheckFirst
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Conclusion (1/2)
False news is a complex issue not merely resolved by fact checks

» Misconception 1: Disinformation is simply (a single piece of) false
information

* Misconceptions 2: Disinformation stems mainly from agents producing
false content

22/09/2025 Fake News in the Political Discourse | Prof Dr Marten Risius
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Conclusion (2/2)
Mis- and Disinformation as a Broader Societal Issue

Consider platform interests

Natural Engagement Pattern

Platforms as critical infrastructure
Middleware solutions
New platforms with “European” values

Approaching the Line

AGEMENT
POLICY LINE

NG
P

Regulatory Environment (R)

7
i Events (E Opinion Leader (O; i Audience (A
ALLOWED CONTENT PROHIBITED CONTENT vents (E) P! © Intermediary (I) u @A)

Prebunking/Attitude Inoculation

“Fake News” are here to stay
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INLY
Thank you...

Empower trust and safety researchers

Conservatives Sue, Investigate Disinformation

Researchers
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= Further information:
= https://cornelltech.qgithub.io/TeachingTrustSafety/
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